p Azure MFA Integration

Scope

Enable Multi-factor Authentication (MFA) for
customer using procured Azure MFA for
Remote Access VPN.

In-scope Vendors: Cisco ASA and Firepower
AnyConnect, Palo Alto GlobalProtect,
Fortinet FortiClient VPN, CheckPoint VPN
Agent, Juniper SSL VPN, Citrix Netscaler and
F5 BIG-IP SSL VPN

Maximum Numbers:

- 2x Remote Access VPN concentrators pairs

Benefits/Outcomes

Increase security posture for remote
connectivity by using MFA; this will help
further mitigate unwanted remote access,
secure the VPN and further prevent break-in
attempts to the network.

Assumptions

= Customer will provide Tesrex consultants with
unmetered and unrestricted administrative access
and all existing relevant documentation

= Customer will agree change windows with Tesrex
consultants and be responsible for all change
control approvals

= Customer will complete all required dependencies
before the configuration begins; this includes any
hardware/software upgrades

= Customer will perform necessary connection,
service accessibility and any other deemed
necessary testing

= Each change window be a maximum of 6 hours
= All work will be delivered remotely

= No additional feature sets will be enabled or
disabled outside of Remote Access

= Customer will be responsible for removing any

legacy Remote Access Configurations outside of any

clean up related to the MFA configuration

Deliverables

Design workshop with customer to align
on the environment and planned
outcomes

Perform assessment of current platform to
identify the configuration

Produce High-level Architecture Diagram
highlighting the best practice, traffic flow
and configuration dependencies

Provide a list of customer dependencies
requiring completion before upgrades

Perform configuration on Azure Cloud -
MFA portal

Perform configuration on Single Firewall
pair
Perform configuration on further Firewall
pair

Provide training on performing additional
configurations

Cost
£3,900

Optional items

Creation of Platform Configured-As
Documentation: £3,898

Follow On Health Check: £2,230



P> Get an email quote

If you are interested in our Azure MFA Integration service,
please don't hesitate to let us know. You can either request
an email quote that is personalised to what you need, or you
can arrange a call with a member of our team. Please choose
an option below:

Email quote Arrange call

About Tesrex

We're a team of Cisco specialised IT consultants and solution providers based in London. Our
goal is to accelerate the adoption of next-generation technologies in the organisations we
work with. Everything we do at Tesrex comes down to our ethos; Design. Deliver. Nurture.
This core ethos shapes every experience our clients have while working with us.

As a company, our roots first sprouted in San Francisco, USA before we started working in the
UK in 2016. Since then we have built a highly-skilled team with diverse knowledge so we can
efficiently solve any challenge a customer presents to us and exceed expectations.

Want to talk? Reach out!

Q@ TesrexLtd.
27A Church Street,
Rickmansworth,
Hertfordshire,
WD3 1DE

¢ 01923776644

2 solutions@tesrex.com



https://insights.tesrex.com/azure-mfa-integration-email-form
https://insights.tesrex.com/azure-mfa-integration-call-form

